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Introduction

The purpose of this document is to describe the prerequisites for the IntriMail printer driver, define the
recommended testing approach and full deployment considerations.

The IntriMail print driver captures print output generated from any desktop application via virtual printer installed on
the machine, seamlessly integrating with the user’s desktop experience.

The print files are submitted securely to the processing servers, processed and made available for secure download
for printing.

Document Transmission — Print Driver
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Symmetric Key Symmetric Key
Created Received
A [
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All communication between the client and the server occurs over a certificated TLS/SSL connection using approved
ciphers.

On contact the client and server generates 2 x 1024-bit (2048-bit in total) RSA asymmetric key pairs and transmits
the public keys to the other system.

The client then creates a symmetric 256-bit AES key, encrypts the key using the server’s public key and then encrypts
the document using the symmetric key.

The encrypted document is then transmitted over the TSL link and then stored the storage subsystem for later
decryption by the Document Converter.

The server encrypts the acknowledgement using the client’s public key and transmits it to the client.
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Document Transmission — APl/Console Print

D TLS Link (2048 bit) =

Client Server
E E
Encrypted Document Encrypted Document
Transmitted over TLS Link Received over TLS Link

The process for submission via the APl and the Console Print submission removes the need for the Key Pair
generation.

All encryption is taken care of by the TLS 2048-bit communication process.

TLS Ciphers

Accepted TLS 1.2 ciphers for communicating with the system give the system an A+ rating on the SSL Labs tester.
In line with these recommendations, the following TLS 1.2 ciphers are supported

e TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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Driver Prerequisites

Operating System

& All Microsoft Windows Operating Systems in full support with TLS1.2+

4 32 and 64 bit versions

M .NET 4.6.2 build 394802 or above installed on the client machine (this can be checked via the registry key
HKLM\SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full — Release key will have this information in)

Browser

™M Supported versions of Microsoft Edge and Google Chrome, different browsers and older versions may work
but with degraded functionality.

Firewall

™ Port 443 —is default port and should support both inbound and outbound traffic. This is for the secure delivery
of configuration settings to the driver and to access the console.

™ Proxy Server — the driver has the ability to work with a Proxy Server. This option can be enabled by ticking the
“connect via HTTP proxy” option on the driver. Additional changes may be required — please contact us for
further information

Thin Client

™ Microsoft Terminal Services
™ Microsoft Remote Desktop Services
& Citrix

Server Details

™ Print Server URL: intrimail.dms.co.uk or for NHS clients intrimailpublicservices.dms.co.uk
4 Console address: intrimail.dms.co.uk or for NHS clients intrimailpublicservices.dms.co.uk
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Deployment of IntriMail Print Driver

Introduction

There are several ways in which IntriMail can be deployed but the deployment methods can vary from customer to
customer.

As such IntriMail is supplied as an .EXE file which can be run in a standard interactive GUI based installation or with
the user of a command line can be installed silently (without user interaction). This enables mass deployment of the
driver to a number of machines without the need for any input from end users.

Due to the nature of the different technologies out there to control software and deployment, IntriMail is also available
in MSI format to allow for easy of deployment with automated software deployment products.

In this section we will cover a silent deployment and the command required to do this. We will be using the .EXE file
of IntriMail to achieve this.

The command to use to achieve a silent deployment is as follows:

DMS.IntriMail-26.8-Setup.exe /gn APPDIR="C:\Program Files\IntriMail Hybrid Mail" HPOD_SETDEFAULTPRINTER="1"
HPOD_CREATEEXTENDEDSTARTMENU="0"

We will break this down:

DMS.IntriMail-26.8-Setup.exe = the software version exe, if you are not running the command from the same directory
as the exe file you will need to specify the full path (C:\....... \DMS.IntriMail-26.8-Setup.exe)

/an = quite mode/no Ul

APPDIR="C:\Program Files\IntriMail Hybrid Mail = the default installation directory (recommended to keep this as
displayed to avoid and confusion should support be required)

HPOD_SETDEFAULTPRINTER="1" = sets the IntriMail Printer as Default, use “0” to not set it as the default printer.

HPOD_ CREATEEXTENDEDSTARTMENU="0" = will not create the Extended Start Menu items on the machine, use “1”
to have the Start Menu Options created.

. R Y @e0’ e Digital Address 218a High Street, Epping, Essex CM16 4AQ
o % e DISIL Phone +44 (0) 20 3915 3913
n rl a I 4 "-': MalllnS Email info@dms.co.uk 6
R Solutions Web www.dms.co.uk




NMintriMail

Citrix Deployment

To install in the Citrix virtual desktop environment the driver needs to be installed on the server.

e Attempt to stop the Windows Print Spooler service

e You will see a notification saying there is a dependency associated with the Windows Print Spooler.
e Make a note of the dependency and locate the service and stop it.

e Run the installer exe and allow to complete

e Start the dependency service which was previously stopped.

e On completion, run the “Printer Control” option that will be under the start menu/all programs and configure
the driver with test account information.

e If the credentials entered are ok the target logo in the system try will change.

Once the above steps have been completed the driver will be available in the desktop environment.

Each user will be required to perform one final step which is the running of the Ul on the user session once established.
This will allow them to enter their personal credentials to enable their documents to be handled correctly.
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Stand Alone Installation
To install on an individual machine please take the following steps:
e Ensure you are logged on to the machine as a user who has the ability to install software and printers.

e To start the installation double click the exe from the local machine.
o The package will begin to extract:

&4 IntriMail Hybrid Mail Setup X

Extracting the main application files...

e the below may be seen on Windows 11 machines, just click Install Anyway.

~

Windows protected your PC

Defender gnized app from

e C(Click “More info” and then “Run Anyway”
e The IntriMail Setup Screen is displayed, select the set-up language and Click Next to continue.

5 IntriMail Hybrid Mail Setup X

Welcome to the IntriMail
Hybrid Mail Setup Wizard

Select the setup language:

INtriMail  [E—— =

Intricately Connected
Communications

(ho> ] e
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e Then click Next to start the set-up.

) IntriMail Hybrid Mail Setup X

Welcome to IntriMail Hybrid
Mail Setup Wizard

The Setup Wizard wil install IntriMail Hybrid Mall on your

I . computer. Chick Mext to continue or Cancel to exit the Setup
ntriMall IS

Intricately Connected
Communications

e IntriMail Installation Options — here you have the ability the set the IntriMail Printer as the “Default” Printer
and also add the “Extended Start Menu options”. Adding the Extended Start menu options will replicate all
the options that are available by right clicking on the IntriMail Logo in the system tray. It will place these in the
Program Files section of the user’s desktop.

5 IntriMail Hybrid Mail Setup *

Installation Configuration
Select additional options on how you'd like IntriMail Hybrid Mail installed

B Install Advanced Start Menu Options

B set Frinter as Default

< Back Cancel
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e The End User License Agreement id displayed, please take a moment to review this and then click the “l accept
the terms of the license”, then click Next to continue.

55 IntriMail Hybrid Mail Setup >

End-User License Agreement

Please read the following license agreement carefully

End User License Agreement {"EULA")

IMPORTANT, READ CAREFULLY: This End User License Agreement
("EULA") is a legal agreement between you (either an individual or
a single entity) and Digital Mailing Solutions Ltd (DMS).

“Software” is defined as the IntriMail software, including any
associated software components, any media, any printed materials
other than the User Guide, and any "online" or electronic
documentation.

0 I accept the terms in the License Agreement

() I do not accept the terms in the License Agreement

< Back Cancel

e You are now prompted for the destination folder for the installation. It is suggested that you keep this as the
default which is C:\program files\IntriMail Hybrid Mail\. Click Next to continue.

55 IntriMail Hybrid Mail Setup — X

Select Installation Folder
This is the folder where IntriMail Hybrid Mail will be installed.

To install in this folder, dick ™ext". To install to a different folder, enter it below or dick
"Browse",

Folder:
C:'Program Files\IntriMail Hybrid Mail} Browse...

< Back Cancel
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e You are then asked if you want to review or change any of the settings you have just selected. Once you are
happy, click Install to start the installation process.

5 IntriMail Hybrid Mail Setup >

Ready to Install
The Setup Wizard is ready to begin the IntriMail Hybrid Mail installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back Install Cancel

e The installation process will start.

55 IntriMail Hybrid Mail Setup >

Installing IntriMail Hybrid Mail

Please wait while the Setup Wizard installs IntriMail Hybrid Mail. This may take
several minutes.

Status:
| |

< Dack

m
=
—
L%

Cancel

o ee’9 Solutions Web www.dms.co.uk
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e The installation will complete, you will need to click finish to exit the installation.

5 IntriMail Hybrid Mail Setup *

Completing the IntriMail
Hybrid Mail Setup Wizard

' ' Click the Finish button to exit the Setup Wizard.
IntriMail

Intricately Connected
Communications

ncel

]
]

e  You must now run and configure the Printer Control. Click “Start button” and navigate to the IntriMail Printer
folder and click the “Printer Control” shortcut OR simply search “Printer Control”

When Searching:

I m Printer Control
App

When locating in list view:

N

- S : - Printer Control
Intritdail Hybrid Mail

e If you have installed the Extended Start Menus the additional items will have been added.

IntriMail Hybrid Mail

[\ [\ /| [\
Printer Control Clear Cache  Perform Direct... Refresh...
MNew Mew Mew
N\ [\ /|
Set Credentials Set Default Pri...  Submit Logs
Mew MNew Mew
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The Login Details will be displayed. The print server will be populated but check this is correct with the
information supplied. Enter the account name, input the e-mail address and password if required. Click OK. If

your account is configured for Single Sign On (SSO) please select appropriate SSO tab and click Sign In. This
will then take you through your corporate authentication process if required.

EA Login Details X || B2 Login Details X

Please enter your login detals
Print Server:  intrimail .dms .co.uk

Please enter your login detals
Print Server:  intrimail .dms .co uk

[[] Connect via HTTP proxy [[] Connect via HTTP proxy

Aocount Login:  DMS_Demo

Aocount Login:  DMS_Demo
Uzer User
Datzbase  Microsoft Account Database Microsoft Account
E-Mal Mot signed in
Paszword:
—— ——— — Sign In
| OK | Cancel 0K | Cancel

A Windows Firewall message may appear if it is enabled: It will ask you if you want to allow the IntriMail
printer driver to be unblocked. Please click the unblock option. Failure to do this will result in the IntriMail
printer driver being unable to connect to the IntriMail servers to submit documents. If this is controlled by
Group Policy in a domain environment, then the necessary changes will need to be complete on that policy.

If using SSO, your default browser will confirm in the authentication process has been successful

Authentication Successful
You can now close this window and return to IntriMail Printer

Click OK on the Login Detail screen to complete the process
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Stand Alone Removal Process

The removal process is very straight forward.

e Ensure you are logged on to the machine as a user who has the ability to remove software and printers.
e Open Add Remove Programs/Programs and Features
[ )

Locate the IntriMail installation and click uninstall

App execution aliases

Search, sort and filter by drive. If you would like to uninstall or
move an app, select it from the list.

| intrimail *
Sort by: Name Filter by: All drives
,i_IZ__I‘_ IntriMail Hybrid Mail 17.2 MB
1§ 09/06/2020
2.5.7.5
Modify Uninstall

e The uninstall process will commence

N IntriMail Hybrid Mail Setup is preparing the InstallShield Wizard,
b="1 which will quide you through the program setup process. Flease
wait,

Preparing to Install...

TR

| —— Cancel

When prompted click “Yes” on the “Do you want to completely remove the selected application and
all of its features?”

Intrifail Hybrid Mail - InstallShield Wizard

Do you want to completely remove the selected application and all of
its features?

Yes Mo

e The uninstall process will continue.

IntriMail Hybrid Mail - InstallShield Wizard x
Setup Status Setup Status
The Instalihield Wizard is remaving IntriMail Hybrid Mail The InstallShield Wizard is removing IntriMail Hybrid Mail
C:\Program Files\IntriMail Hybrid Mail \System.Resources. Reader.dl
Carcel
. . .
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e Once completed click “Finish”

IntriMail Hybrid Mail - InstallShield Wizard

Uninstall Complete

InzstallShield \Wizard has finished uninztalling Intritd ail Hybrid
M ail

IntriMail

Intricately Connected
Communications

< Back Cancel
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Registry Clean Up

Most software will leave items in the registry after an uninstall process, this practice is normal. On some occasions
you may wish to clear the registry of all parts. Below is a list of the registry keys that are left behind as part of the
removal process.

HKCU\Software\Paperpost

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Print\Printers

HKLM\Software\Paperpost

HKLM\System\ControlSet001\Control\Print\Environments\Windows NT x86\Drivers\Version-3\H-POD
Printer

HKLM\System\ControlSet001\Control\Print\Environments\Windows NT x86\Print Processors\H-POD
HKLM\System\ControlSet001\Control\Print\Printers

HKLM\System\ControlSet003\Control\ Print\Environments\Windows NT x86\Drivers\Version-3\H-POD
Printer

HKLM\System\ControlSet003\Control\Print\Environments\Windows NT x86\Print Processors\H-POD
HKLM\System\CurrentControlSet\Control\ Print\Environments\Windows NT x86\Drivers\Version-3\H-POD
Printer

HKLM\System\CurrentControlSet\ Control\Print\Environments\Windows NT x86\Print Processors\H-POD
HKLM\System\CurrentContolSet\Control\Printers

Additional ones may also be present depending on the user’s configuration:

HKLM\System\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\Standard
Profile\Authorized Applications

HKU\.Default\Software\Microsoft | Windows\ShellINoRoam\MUICache
HKU\”SID”\Software\Paperpost
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Installation as a Service

In particular environments there may be a requirement to run the IntriMail application as a Windows Service.

This guide will take you through the additional steps required in order to complete this process.

Pre-requisites

This guide assumes that you have already completed the standard installation of the IntriMail software using version
26.8 or greater and selecting the “Extended Menu Options” during installation.

The installation must be carried out by a user with the relevant administration privileges to install and configure
services.

Remove the IntriMail application from the Start-Up folder for all users (C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Startup), delete the IntriMail shortcut.

Have a IntriMail User account configured as a “Database User” — SSO options are not supported with service
installations.

The process flow to install is:

1. Install the software.

2. Create local user accounts for services to run as.

3. Create a folder to be used as the repository for the print files. If running on networked drives ensure they
are configured as system start-up drives. Ensure that the user account accessing the folder has a minimum
or read/write access on the folder.

4. Logon as each local user and configure the driver. Add credentials and account information to the driver.

5. Map the Hot Folder on the logged-on user account in IntriMail Application.

6. Create and configure the services for each required local account and configure accordingly

The configured hot folders should only be accessed by one service and not multiple as this will lead to submission
errors.
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Local User Accounts

Each service you wish to create will require a local user account for the service to run. This user will also be required
to be initial logged on to the machine to configure the relevant hot folder.

Credentials
Log in to the machine as the user that will contain the configuration for the service.

Before installing the service, you need to add credentials to the driver. This is done in the normal way by navigating
to the Program Files menu and selecting Printer Control.

Enter your account and user credentials and click ok.

B4 Login Details x

Please enter your login detads
Print Server:  intrimail dms co.uk

[C) Connect via HTTP proxy

Aocount Login:  DMS_Demo

User

Datsbase Microsoft Account

E-Mail:

Paszwaord:

| oK |  Cancel

The Ul will start and a config refresh will take place.

It is then recommended that you set your Default Print Options by right clicking the logo in the system tray and
selecting Default Print Options from the menu. Change the selections to your desired ones and click OK.

B4 Notification Settings b
Popup Alerts MNotfication Settings
B Successes [ ] Successes
B irformation B information
B Wamings B Wamings
[ W
Action Required
B Progress Bar
Cloze ]

If the submitting user is a “Robot” user and is just being used for submission, it is suggested that all notifications are
disabled and appropriate User Types are created in the system for the notification flow process.
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Configuring Hot Folders

Once the driver has refreshed you must now configure your desired hot folder. The folder will be checked by the
service for files. When a file is placed in the folder the service will start the submission process.

If your folder will be on a network drive then you must configure the share to be a system start-up drive (persistent
network drive) and be available when the user is not logged on.

To configure a hot folder, right click the logo in the system tray and select “Advanced” — “Hot Folders”

Manage Hot Folders

Path Status

Click on “Add Folder”

Browse to the folder that you wish to use or use the “Make New Folder” button to create a new one.

Manage Hot Folders
Path Status
C:\ntriMail Hybrid Mail (files queued for printing b 4

Once completed click on “Close”

The hot folder in now configured, you must now complete the security and sharing of that folder if this has not been
completed.

You must now stop the Ul from running. Right click the logo in the system tray and select “Quit”, a warning message
will be displayed, click “Yes” to close the Ul.
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Installing the Service

In order to install IntriMail as a system service you must run a command prompt as Administrator.

You maybe prompted for the Administrator password if you do not have the correct rights.

Once you have the command prompt open change directory to your installation folder. By default this is C:\Program
Files\IntriMail Hybrid Mail.

When you are in the correct directory enter the following:

HPODPrinterUl.exe /installservice dmsservice dmsservice

C:\Program Files\IntriMail Hybrid Mail>HPODPrinterui.exe / installservice dmsservice dmsservice
C:\Program Files\IntriMail Hybrid Mail>HPODPrinterui.exe /installservice dmsservice dmsservice

This will now add the service to the Windows service list called “dmsservice”

You can now rerun the above command to install additional services. Please ensure that you use a unique name for

each service.

Configuring the Service

To configure the service, go to the Service Manager on your Operating system and locate the IntriMail Client Service.

It will not currently be running.

Services
File Action View Help
e« @ Ec=z HE >80
Services (Local) Name ) Description Status Startup Type Log On As
5 Function Discovery Resourc... Publishesth... Running  Manual Local Service
&} Geolocation Service This service... Running  Manual (Trig...  Local Syste...
&) Google Update Service (gup... Keeps your... Automatic (D... Local Syste...
& Google Update Service (gup... Keeps your ... Manual Local Syste...
& Group Policy Client The service ... Automatic (T... Local Syste...
&l HomeGroup Listener Makes local... Manual Local Syste...
& HomeGroup Provider Performs ne... Running  Manual (Trig... Local Service

Automatic

Local Syste...

“:Human Interface Device Ser... Activates an... Running Manual (Trig... Local Syste...
S HV Host Service Provides an... Running Manual (Trig... Local Syste...
Gk Hyper-V Data Exchange Ser... Providesa... Manual (Trig... Local Syste...
&L Hyper-V Guest Service Inter... Provides an ... Manual (Trig... Local Syste...
& Hyper-V Guest Shutdown S... Provides a ... Manual (Trig... Local Syste...
&) Hyper-V Heartbeat Service Monitors th... Manual (Trig... Local Syste...
&k Hyper-V Host Compute Ser...  Providessu.. Running  Manual (Trig... Local Syste...
&1 Hyper-V PowerShell Direct ... Provides a ... Manual (Trig... Local Syste...
& Hyper-V Remote Desktop Vi... Provides a p... Manual (Trig... Local Syste...
&l Hyper-V Time Synchronizat... Synchronize... Manual (Trig... Local Service
S Hyper-V Virtual Machine M... Manageme... Running  Automatic Local Syste...
Gk Hyper-V Volume Shadow C... Coordinates... Manual (Trig...  Local Syste...
‘GLIKE and AuthlP IPsec Keying... The IKEEXT ... Manual (Trig... Local Syste...
& Infrared monitor service Detects oth... Manual Local Syste...
&l Interactive Services Detection  Enables use... Manual Local Syste...

', Extended , Standard /

Right click the service and select “Properties”
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dmsservice Properties (Local Computer) *

General LogOn Recovery Dependencies

Service name: dmsservice
Display name: dmsservice
Description:

Path to executable:
C:\Program Files\IntriMail Hybrid Mai\HPODPrinterUl.exe /runservice

Startup type: Automatic v

Service status:  Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: ‘

Cancel Boply

Click on the Log On tab

dmsservice Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on

®

[[] Allow service to interact with desktop

() This account: Browse

Corfirm pagsword

Concel | | iy

Click the This account buttton

dmsservice Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:
(O Local System account

Allow service to interact with desktop

Browse...

Cancel Loy

. al? Digital
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Click Browse

Select the user that will run the service and have the IntriMail credentials (the user you are logged on as)

Select User >

Select this object type:

|User or Builtin security principal ‘ Object Types...

From this location:
|DESKTOP-F38HLCM ‘

Locations...

Enter the object name to select (examples):
DESKTOP-F38HLCM\dmsservice

Check Names

Advanced... Cancel

Click OK

dmsservice Properties (Local Computer) X

General LogOn  Recovery Dependencies
Log on as:

(O Local System account

Allow service to interact with desktop

(®) This account: ‘ \dmsservice | Browse...

Password: ‘o.oo..n. |

Confirm password: |'"0"u |

Cancel Boply

Enter the password and click Apply

If the user does not already have rights to logon as a service they will be given this.

Services

x

| The account.\dmsservice has been granted the Log On As A Service
: . right.

Click OK
Click the Recovery tab

Set the recovery options to be as below.
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dmsservice Properties (Local Computer) X

General LogOn Recovery Dependencies

Select the computer’s response if this service fails. Help me set up recovery
actions

First failure: Restart the Service v
Second failure: Restart the Service ~
Subsequent failures: Restart the Service v

Reset fail count after: D days
Restart service after: minutes

[[] Enable actions for stops with emors Restart Computer Options

Run program
Browse
Append fail count to end of command line (fail="%1
Cocel | tomy
Click Apply

Click on the General tab

BEFORE STARTING THE SERVICE BE SURE THAT THE HPODPRINTERUI IS NOT RUNNING.

Click on the Start button to start the service

dmsservice Properties (Local Computer)

General |ogOn Recovery Dependencies

Service name: dmsservice
Display name: dmsservice
Description:

Path to executable:

C:\Program Files\IntriMail Hybrid Mai\HPODPrinterUl.exe /runservice

Startup type: Automatic

Service status:  Running

Start

Pause Besume

You can specify the start parameters that apply when you start the service

from here.

Start parameters: l

Once the service has started Click OK

The installation is now complete and you can log off. Any files placed in the shared/local hot folder that you have

configured will be submitted to the server.

Repeat the above process for an additional service/hot folder configuration.
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Removing the service

Should you wish to uninstall the IntriMail software you must carry out a manual remove of the service.
To do this run a command prompt as Administrator.

Once you have the command prompt open change directory to your installation folder. By default, this is C:\Program
Files\IntriMail Hybrid Mail.

When you in the correct directory enter the following:

HPODPrinterUl.exe /uninstallservice dmsservice dmsservice

C:\Program Files\IntriMail Hybrid Mail>HPODPrinterui.exe / uninstallservice dmsservice dmsservice

C:\Program Files\IntriMail Hybrid Mail>HPODPrinterui.exe /uninstallservice dmsservice dmsservice

This will remove the service, you can now uninstall the software in the normal way.
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Remote Desktop Services — Hide Printer from non-IntriMail Users

The purpose of this section is to describe how the IntriMail printer can be hidden from other Terminal Server/Remote
Desktop Services users who access the same server.

The following procedure takes place using a server running Windows 2008 Server with the Remote Desktop Services
Role installed.

The IntriMail printer driver installed on the main server Operating System

It is assumed that all users not requiring access to the IntriMail printer are not members of the Domain Administrators
or Local Administrators Groups.

It is suggested that IntriMail printer Security Group is created within Active Directory or the Local Server (if applicable)
to ease the management overhead. In the following example a local server group called IntriMail Access has been
created. If you require additional information about the creating of security groups please contact us.

Once the installation of the IntriMail printer has been completed open up the “Devices and Printers” section within
Control Panel or the Start Menu.

Locate the IntriMail Printer, right click the printer and select Printer Properties.

Click the Security Tab

.Generall Shaling] Ports I Advancedl Color Management  Security | Device Settingsl

Group or user names:

52 CREATOR OWNER

2 User (HPODE\User6)

?A Administrator (IntriMail5\Administrator)
552, Administrators (IntriMail5\Administrators)

EE veryone

Add... | Bemove |
Permizsions for Everyone Allovs Deny
Print O
Manage this printer O a
Manage documents O O
Special permissions O O

For special permissions or advanced settings, click Advanced. Advanced |

Learn about access control and permissions

oK I Cancel | Apply |

Highlight the “Everyone” group and click “Remove”

Click Add
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Select Users or Groups K E3 I

Select this object type:

IUsers, Groups, or Built-in security principals DObject Types...

FErom this location:

I IntriMail5 Locations...

Enter the object names to select [examples):

IntriMail5\IntriMail Access LCheck Mames

Cancel

=~

Advanced... | o

Print
Manage this printer

Manage documents

OdEE
ooono

Special permissions

For special permissions or advanced settings, click Advanced. Advanced |

Leam about access control and permissions

QK | Cancel I Apply l

Type the name of the security group or the user(s) you wish to add and click ok once completed
Click the Security Group/User(s) you have just added and ensure that the option to “Print” is ticked.

'Generall Sharingl Ports I Advarn:edl Color Management  Security |Devi-:e Settingsl

Group or uger names:

52 CREATOR DWNER

1 User (IntriMail5\User6)

2 Administrator (IntriMailS\Administrator)
52 Administrators (IntriMail5\Administrators)

EIntriMail Access (IntriMailS\IntriMail Access)

Add... | Remaove |

Permizzions for HPOD Access Allow Deny
Print

M anage thiz printer
Manage documents
Special permissions

oo0o®
oooo

For zpecial permizsions or advanced settings, click Advanced. e |

Learn about access control and permissions

(1] I Cancel I Lpply I

Click “Ok” to finish

User now logging on to the Remote Desktop Services Server will not see the IntriMail printer displayed in their “Devices
and Printers” folder unless they have been added to the printer’s security directly or the Security Group.
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Testing Approach

The recommended testing approach should be carried out in two phases, firstly the installation of the driver and basic
functional testing and secondly the configuration testing of the system.

Installation

We recommend you initially deploy the driver to a standard build pc in a controlled test environment. If there are
multiple standards across your organisation you should create a test platform for each. It is important to remember
that the test environment should also replicate the network and Firewall configuration of client machines within the
wider organisation. Once the driver has been successfully deployed to the test machines and you have received an
email advising you of your credentials the following should be checked.

Install completed successfully?
Credentials successfully input?

o Print Server?

o Account?

o User Details?
Synchronisation with the Print Server successful?
Successful accessing of the console via the desktop short-cut?
Print Options Screen available?
Print Preview Screen available?
Successful submission of a document?
Notifications working correctly?
Emails delivered successfully?

KK

KK RKK

It is important that the testing is carried out across all the standard builds to which the driver is to be deployed. The
testing should also test each type of authentication that will be used in the final deployment. Once all tests have been
successfully achieved the driver is ready to be deployed for configuration testing.

Configuration

The system administrators will work with you to agree the departmental structure, user types and options available
to specific departments and users. Once this configuration has been completed a set of documents that test all
scenarios should be submitted. It is not possible to list all the possible configurable options within this document but
we suggest a separate document should be used from the original system requirement activity as agreed by your
administrators.

Contact Us

If you require and support during the installation and testing please contact us via the following methods.

Email intrimail@dms.co.uk

Tel 0203915 3913
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